Agreement to Protect Protected Health Information
Obtained and Disclosed in the Course of Obtaining Health Plan Coverage

On April 14, 2003, federal law, specifically, the Health Insurance Portability and
Accountability Act of 1996 and its attendant privacy regulations, 45 C.F.R. Parts 160 and 164, as
amended (the “HIPAA Privacy Rules” or “Rules™) took effect and governs use or disclosure of
certain Protected Health Information (“PHI”), including PHI of individuals covered under a group
health plan. The purpose of this Agreement is to implement the firewall protections required
under HIPAA in order to permit the Employer, as plan sponsor and Plan Administrator, to
provide PHI related to employees of Employer and dependents of those employees (“Plan
participants”) to Arkansas Blue Cross and Blue Shield, HMO Partners, Inc. d/b/a Health
Advantage (Arkansas Blue Cross or Health Advantage are referred to hereafter as “the
Company”) in order to obtain a final premium quote for coverage to be underwritten for the Plan.

Employer, in consideration of receiving a final quote for coverage underwritten by the
Company, hereby agrees to the following restrictions on Employer’s use of, access to, or
disclosure of PHI of Plan participants:

1. Employer may use or disclose PHI only for Plan administrative purposes, as required by
law, or as permitted under the HIPAA Privacy Rules; and

2. Employer shall not use or disclose PHI for employment-related actions or decisions or in
connection with any other benefit or benefit plan of Employer; and

3. Employer will promptly report to the Plan (through the Firewall Department, as
designated below) any use or disclosure of PHI by Employer or within Employer’s
organization that is inconsistent with the uses or disclosures allowed under this
Agreement; and

4. Employer shall allow Plan participants to inspect and copy any PHI related to the Plan
participant that is in a designated record set in Employer’s custody and control, as
permitted or required by the HIPAA Privacy Rules, subject to certain exceptions
recognized in the Rules; and

5. Employer shall amend, or allow the Plan or Company as insurer of the Plan, if the
Company chooses to underwrite coverage for the Plan, to amend, any portion of a Plan
participant’s PHI, to the extent permitted or required under the HIPAA Privacy Rules;
and

6. If Employer makes some types of disclosures of PHI for purposes other than payment or
health care operations, Employer will make available such information as is required
under the Rules to render an accounting to the Plan participant of such disclosures.
Consistent with the Rules, Employer shall not be obligated to provide information for an
accounting if disclosures are for certain Plan related purposes, such as payment of
benefits or health care operations, or if the Plan participant authorized the disclosures;
and

7. Employer shall make its internal practices, books, and records, relating to its use and
disclosure of PHI of Plan participants available to the U.S. Department of Health and
Human Services upon its request; and

8. Employer shall, if feasible, return or destroy all PHI of Plan participants in Employer’s
custody or control that Employer has received from the Plan (through the Firewall
Department, as designated below) when Employer no longer needs such PHI to
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administer the Plan. If it is not feasible for Employer to return or destroy PHI, Employer
will limit the use or disclosure of any PHI that it cannot feasibly return or destroy to those
purposes that make return or destruction of the information infeasible; and

Employer shall require that all employees or classes of employees included within the
Firewall Department designation, as set forth below, must limit their access to and use of
any PHI of Plan participants to activities required or needed for proper administration of
the Plan and Plan benefits. Employer shall take appropriate steps to discipline including,
where appropriate, termination of, any employee who violates the requirements of this
Agreement; and

If Employer discloses PHI to any agents or subcontractors, Employer shall first require
the agents or subcontractors to agree to the same restrictions on use and disclosure of PHI
as the Employer has agreed to herein.

In this regard, the individual(s) who solicit coverage for the Company has entered into an
agreement with the Company requiring the protection of PHI in compliance with
applicable law.

DESIGNATION OF FIREWALL DEPARTMENT

The following classes of employees or other workforce members under the control of Employer
(sometimes referred to as the “Firewall Department” for HIPAA Privacy Rules purposes) are
hereby designated in accordance with HIPAA Privacy Rules firewall provisions to be given
access to PHI of Plan participants for the purposes set forth in this Agreement:

All employees or other workforce members under the control of
Employer assigned to and working in the Human Resources
Department or Division or the Employee Benefits Department or
Division of Employer, or otherwise serving on a regular and
routine basis to fulfill personnel or employee benefits
administration functions for Employer, including but not limited
to all employees whose job duties require communication and
interaction with Company as insurer for the Plan, regarding any
plan administration, claims or eligibility-related matters.

IN WITNESS WHEREOF, the Employer has caused this Agreement to be executed on

this __ day of , 20

By:

[Name of Employer]

[Signature of Authorized Officer of Employer]

[Printed or typed name of Officer of Employer]



NON-DISCRIMINATION AND LANGUAGE ASSISTANCE NOTICE

NOTICE: Our Company complies with applicable federal and state civil rights laws and does
not discriminate, exclude, or treat people differently on the basis of race, color, national origin,
age, disability, or sex.

We provide free aids and services to people with disabilities to communicate effectively with
us, such as qualified sign language interpreters, written information in various formats (large
print, audio, accessible electronic formats, other formats), and language services to people
whose primary language is not English, such as qualified interpreters and information written
in other languages. If you need these services, contact our Civil Rights Coordinator.

If you believe that we have failed to provide these services or discriminated in another way on
the basis of race, color, national origin, age, disability, or sex, you can file a grievance with:

Civil Rights Coordinator
601 Gaines Street, Little Rock, AR 72201
Phone: 1-844-662-2276; TDD: 1-844-662-2275

You can file a grievance in person, by mail, or by email. If you need help filing a grievance our
Civil Rights Coordinator is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human
Services, Office for Civil Rights electronically through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:

U.S. Department of Health and Human Services
200 Independence Avenue SW., Room 509F, HHH Building, Washington, DC 20201
Phone: 1-800-368-1019; TDD: 1-800-537-7697

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

ATTENTION: Language assistance services, free of charge, are available to you. Call
1-844-662-2276.

ATENCION: si habla espafiol, tiene a su disposicién servicios gratuitos de asistencia
linguistica. Llame al 1-844-662-2276.
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CHU Y: Néu ban ndi Tiéng Viét, cé cac dich vu hd tro ngdn ngr mién phi danh cho ban.
Goi s 1-844-662-2276.
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1-844-662-2276 H2Z M3atoll =HAIL.
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PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng
tulong sa wika nang walang bayad. Tumawag sa 1-844-662-2276.

BHUMAHWE: Ecnu Bbl roBOpUTE Ha PYCCKOM A3blKe, TO BaM AOCTYMNHbI 6ecnnaTtHble ycryru
nepesoga. 3BoHUTE 1-844-662-2276.

1-844-662-2276 4l Josi) ey el il 55 &y sl 82 Losall ladi (0 ey yal) oot i 1) 1Alaada

ATANSYON: Siw pale Kreyol Ayisyen, gen sévis éd pou lang ki disponib gratis pou ou.
Rele 1-844-662-2276.

ATTENTION : Si vous parlez frangais, des services d’aide linguistique vous sont proposés
gratuitement. Appelez le 1-844-662-2276.

UWAGA: Jezeli méwisz po polsku, mozesz skorzystac¢ z bezptatnej pomocy jezykowe;j.
Zadzwon pod numer 1-844-662-2276.

ATENGAO: Se fala portugués, encontram-se disponiveis servicos linguisticos, gratis. Ligue
para 1-844-662-2276.

ATTENZIONE: In caso la lingua parlata sia l'italiano, sono disponibili servizi di assistenza linguistica
gratuiti. Chiamare il numero 1-844-662-2276.

BB BAEZHEINDIES., BHOSEIREESFAWELETEY . 1-844-662-2276
FT. BEREICTITERSIEZESL,

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfligung. Rufnummer: 1-844-662-2276.

Chile Sl S )yl Jﬁyu&&\ﬁo&ﬂ\)‘;@jdu SaS 5 ciladd ¢ariS e G“JGOL.U.‘\-J;\ s
280 il 1-844-662-2276 ol s ¢ sl

YAl o7l A4 AorRLdl ollddl S, dl [:965 AL Ui Al dHIZL HIZ BUEs, 89, 5l 52 1-844-662-2276.
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T L

LUS CEEV: Yog tias koj hais lus Hmoob, cov kev pab txog lus, muaj kev pab dawb rau koj.
Hu rau 1-844-662-2276.
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TU0990: 11799 VIVEDIWIZY 290, NIVVINIVFOBCTDAIVWIFI, LOBVCT I,
ccovBwanlviu. dns 1-844-662-2276.

LALE: Ne kwdj kdnono Kajin Majol, kwomarofi bok jerbal in jipafi ilo kajin ne am ejjelok wonaan.
Kaalok 1-844-662-2276.
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